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1
Decision/action requested

It is requested to approve the chapter 4 content.
2
References

[x] 3GPP TR 33.702: "Study on Security for mobility over non-3GPP access to avoid full primary authentication."

3
Rationale

The discussion paper S3-241509 was endorsed in the last meeting. As per the discussion paper:
· A fast BSS based solution will be concluded in the May meeting for IEEE 802.11. Other solutions are up for further discussion.
Therefore, we are proposing a generic conclusion for KI1 and KI3 to cover both kinds of solutions.
4
Detailed proposal

**** START OF CHANGE ****
7
Conclusions






Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

7.x
Key issue #1: Security aspect of UE connecting to a new TNAP within the same TNGF
It is concluded to use a Fast BSS transition-based solution for the normative work where Fast BSS is supported as a connectivity protocol between the UE and access point.

When Fast BSS is not supported between the UE and access point, the following conclusion is applicable:

· TNGF and UE derive the same temporary number independently, which can be used to connect to the next TNAP.

· UE and TNGF, via the target TNAP, authenticate each other via this temporary number and message exchange between them.

· UE and TNGF derive the target TNAP keys and secure the communication.

7.x
Key issue #3: Security aspect of N5CW device connecting to a new TWAP within the same TWIF
It is concluded to use a Fast BSS transition-based solution for the normative work where Fast BSS is supported as a connectivity protocol between the N5CW device and access point.

When Fast BSS is not supported between the N5CW device and access point, the following conclusion is applicable:

· TWIF and N5CW device derive the same temporary number independently, which can be used to connect to the next TWAP/TWIF.

· UE and TWIF, via the target TWAP, authenticate each other via this temporary number and message exchange between them.

· UE and TWIF derive the target TWAP keys and secure the communication.

**** END OF CHANGE ****
